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Introduction

The following is an excerpt from my recently-
published book, Advanced Software Testing:
Volume 1. This is a book for test analysts and
test engineers. It is especially useful for ISTQB
Advanced Test Analyst certificate candidates,
but contains detailed discussions of test design
techniques that any tester can—and should—
use. In this first article in a series of excerpts, |
start by discussing the related concepts of de-
cision tables and cause-effect graphs.

Decision Tables

Equivalence partitioning and boundary value
analysis are very useful techniques. They are
especially useful when testing input field vali-
dation at the user interface. However, lots of
testing that we do as test analysts involves
testing the business logic that sits underneath
the user interface. We can use boundary values
and equivalence partitioning on business log-
ic, too, but three additional techniques, deci-
sion tables, use cases, and state-based testing,
will often prove handier and more powerful
techniques.

In this article, we start with decision tables.
Conceptually, decision tables express the
rules that govern handling of transactional
situations. By their simple, concise structure,
decision tables make it easy for us to design
tests for those rules, usually at least one test
per rule.

When I said “transactional situations,” what I
meant was those situations where the condi-
tions—inputs, preconditions, etc.—that exist
at a given moment in time for a single trans-
action are sufficient by themselves to deter-
mine the actions the system should take. If the
conditions are not sufficient, but we must also
refer to what conditions have existed in the

past, then we’ll want to use state-based test-
ing, which we’ll cover in a moment.

The underlying model is either a table (most
typically) or a Boolean graph (less typically).
Either way, the model connects combinations
of conditions with the action or actions that
should occur when each particular combina-
tion of conditions arises.

If the graph is used, this technique is also re-
ferred to as a cause-effect graph, because that
is the formal name of the graph. However, it’s
important to keep in mind that any given deci-
sion table can be converted into a cause-effect
graph, and any given cause-effect graph can be
converted into a decision table. So, which one
you choose to use is up to you. I prefer deci-
sion tables, and they are more commonly used,
so I’ll focus on that here. However, I’'ll show
you how the conversion can be done.

To create test cases from a decision table or a
cause-effect graph, we design test inputs that
fulfill the conditions given. The test outputs
correspond to the action or actions given for
that combination of conditions. During test ex-
ecution, we check that the actual actions taken
correspond to the expected actions.

We create enough test cases that every combi-
nation of conditions is covered by at least one
test case. Frequently, that coverage criterion is
relaxed to say, we cover those combinations of
conditions that can determine the action or ac-
tions. If that’s a little confusing, the distinction
I’'m drawing will become clear to you when
we talk about collapsed decision tables.

With a decision table, the coverage criterion
boils down to an easy-to-remember rule of
at least one test per column in the table. For
cause-effect graphs, you have to generate a so-
called “truth table” that contains all possible
combinations of conditions and ensure you
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have one test per row in the truth table.

So, what kind of bugs are we looking for with
decision tables? There are two. First, under
some combination of conditions, the wrong
action might occur. In other words, there is
some action that the system is not to take un-
der this combination of conditions, yet it does.
Second, under some combination of condi-
tions, the system might not take the right ac-
tion. In other words, there is some action that
the system is to take under this combination of
conditions, yet it does not.

Consider an e-commerce application like the
one found on our RBCS Web site, www.rbcs-
us.com. At the user interface layer, we need
to validate payment information, specifically
credit card type, card number, card security
code, expiration month, expiration year, and
cardholder name. You can use boundary value
analysis and equivalence partitioning to test
the ability of the application to verify the pay-
ment information, as much as possible, before
sending it to the server.

So, once that information goes to the credit
card processing company for validation, how
can we test that? Again, we could handle that
with equivalence partitioning, but there are ac-
tually a whole set of conditions that determine
this processing:

Does the named person hold the credit card en-
tered, and is the other information correct?

Is it still active or has it been cancelled?
Is the person within or over their limit?

Is the transaction coming from a normal or a
suspicious location?

The decision table in Table 1 shows how these
four conditions interact to determine which of
the following three actions will occur:
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Should we approve the transaction?

Should we call the cardholder (e.g., to warn
them about a purchase from a strange place)?

Should we call the vendor (e.g., to ask them to
seize the cancelled card)?

Take a minute to study the table to see how this
works. The conditions are listed at the top left
of the table, and the actions at the bottom left.
Each column to the right of this left-most col-
umn contains a business rule. Each rule says,
in essence, “Under this particular combination
of conditions (shown at the top of the rule),
carry out this particular combination of actions
(shown at the bottom of the rule).”

Notice that the number of columns—i.e., the

previous test techniques, equivalence parti-
tioning and boundary value analysis, to extend
decision table testing.

Collapsing Columns in the Table

Notice that, in this case, some of the test cases
don’t make much sense. For example, how can
the account not be real but yet active? How can
the account not be real but within limit? This
kind of situation is a hint that maybe we don’t
need all the columns in our decision table.

We can sometimes collapse the decision table,
combining columns, to achieve a more con-
cise—and in some cases sensible—decision
table. In any situation where the value of one
or more particular conditions can’t affect the

ful when dealing with a table where more than
one rule can apply at one single point in time.
These tables have non-exclusive rules. We’ll
discuss that further later in this section.

Table 2 shows the same decision table as be-
fore, but collapsed to eliminate extraneous col-
umns. Most notably, you can see that columns
9 through 16 in the original decision table have
been collapsed into a single column.

Conditions 1 |2 |3 |4 |5 |6 |7 |8 (9 |10 |11 [12 |13 |14 |15 |16

Real account? Y Y Y Y Y Y Y Y N N N N N N N N

Active account? Y Y Y Y N N N N Y Y Y Y N N N N

Within limit? Y Y N N Y Y N N Y Y N N Y Y N N

Location okay? Y N Y N Y N Y N Y N Y N Y N Y N

Actions

Approve? N N N N N N N N

Call cardholder? N N

Call vendor? N N N N Y Y Y Y Y
number of business rules—is equal to 2 (two) ) Conditions 1 [2 |3 |5 |6 |7 |9
rjaised to the power of the numbpr of cqndi- li?:lle?trilSniorothvz(;)rfdrirtlg)orssco$é Real account? y Iy Iy Iy Iy [y In
tions. In other words, 2 times 2 times 2 times > -
2, which is 16. When the conditions are strictly =~ €30 collapse the ~decision | Active account? | Y Y Y N N N _
Boolean—true or false—and we’re dealing table. Within limit? Y |Y [N |[Y |Y [N [-
with a full decision table (not a collapsed one),  This involves combining two | Location okay? Y [N |- |y [N |- |-
that will always be the case. or more columns where, as I [acyioe

: : . said, one or more of the con-
ons? The topmost conditon changes mosi dions don't affect the ac- [ A0Pr0Ye? N N
slowly. Half of the columns are Yes, then half tions. As a hint, combinable | Call cardholder? [N Y Y N Y
No. The condition under the topmost changes columns are often but not al- ¢4y yengor? N Y Y

more quickly but more slowly than all the oth-
ers. The pattern is quarter Yes, then quarter No,
then quarter Yes, then quarter No. Finally, for
the bottommost condition, the alternation is
Yes, No, Yes, No, Yes, etc. This pattern makes
it easy to ensure you don’t miss anything. If
you start with the topmost condition, set the
left half of the rule columns to Yes and the
right half of the rule columns to No, then fol-
lowing the pattern I showed, if you get to the
bottom and the Yes, No, Yes, No, Yes, etc., pat-
tern doesn’t hold, you did something wrong.

Deriving test cases from this example is easy:
Each column of the table produces a test case.
When the time comes to run the tests, we’ll
create the conditions which are each test’s
inputs. We’ll replace the “yes/no” conditions
with actual input values for credit card number,
security code, expiration date, and cardholder
name, either during test design or perhaps even
at test execution time. We’ll verify the actions
which are the test’s expected results.

In some cases, we might generate more than
one test case per column. I’ll cover this pos-
sibility in more detail later, as we enlist our
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ways next to each other. You
can at least start by looking at
columns next to each other.

To combine two or more columns, look for
two or more columns that result in the same
combination of actions. Note that the actions
must be the same for all of the actions in the
table, not just some of them. In these columns,
some of the conditions will be the same, and
some will be different. The ones that are dif-
ferent obviously don’t affect the outcome. So,
we can replace the conditions that are different
in those columns with the dash character (“-”).
The dash usually means either I don’t care, it
doesn’t matter, or it can’t happen, given the
other conditions.

Now, repeat this process until the only further
columns that share the same combination of
actions for all the actions in the table are ones
where you’d be combining a dash with Yes or
No value and thus wiping out an important dis-
tinction for cause of action. What I mean by
this will be clear in the example I present in a
moment, if it’s not clear already.

Another word of caution at this point: Be care-
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I’ve kept the original column numbers for ease
of comparison. Again, take a minute to study
the table to see how I did this. Look carefully
at columns 1, 2, and 3. Notice that we can’t
collapse 2 and 3 because that would result in
“dash” for both “within limit” and “location
okay.” If you study this table or the full one,
you can see that one of these conditions must
not be true for the cardholder to receive a call.
The collapse of rule 4 into rule 3 says that, if
the card is over limit, the cardholder will be
called, regardless of location. The same logic
applies to the collapse of rule 8 into rule 7.

Notice that the format is unchanged. The con-
ditions are listed at the top left of the table,
and the actions at the bottom left. Each column
to the right of this left-most column contains
a business rule. Each rules says, “Under this
particular combination of conditions (shown
at the top of the rule, some of which might not
be applicable), carry out this particular combi-
nation of actions (shown at the bottom of the
rule, all of which are fully specified).”
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Notice that the number of columns is no longer
equal to 2 raised to the power of the number of
conditions. This makes sense, since otherwise
no collapsing would have occurred. If you
are concerned that you might miss something
important, you can always start with the full
decision table. In a full table, because of the
way you generate it, it is guaranteed to have
all the combinations of conditions. You can
mathematically check if it does. Then, care-
fully collapse the table to reduce the number
of test cases you create.

Also, notice that, when you collapse the table,
that pleasant pattern of Yes and No columns
present in the full table goes away. This is yet
another reason to be very careful when col-
lapsing the columns, because you can’t count
on the pattern or the mathematical formula to
check your work.

Cause-Effect Graphs

When collapsing a decision table, a cause-
effect graph can help you make sure you don’t
accidentally collapse columns you shouldn’t.
Some people like to use them for test design
directly, but, as I mentioned earlier, I’'m not
too fond of trying to do that.

The process for creating a cause-effect graph
from a decision table or decision table from
a cause-effect graph is straightforward. To
create a cause-effect graph from a decision

table, first list all the conditions on the left of
a blank page. Next, list all the actions on right
of a blank page. Obviously, if there are a lot of
conditions and actions, this will be a big page
of paper, but then your decision table would
be big, too.

Now, for each action, read the table to iden-
tify how combinations of conditions cause an
action. Connect one or more conditions with
each action using Boolean operators, which |
show in Figure 1. Repeat this process for all
actions in the decision table.

If you happen to be given a cause-effect graph
and want to create a decision table, first list
all the conditions on the top left of a “blank”
decision table. Next, list all the actions on
the bottom left of the decision table, under
the conditions. Following the pattern shown
earlier, generate all possible combinations of
conditions. Now, referring to the cause-effect
graph, determine the actions taken and not tak-
en for each combination of conditions. Once
the actions section is fully populated, you can
collapse the table if you’d like.

In Figure 1, you see the cause-effect graph that
corresponds to the example decision tables
we’ve looked at so far. You might ask, “Which
one, the full or collapsed?” Both. The full and
the collapsed are logically equivalent, unless
there’s something wrong with the collapsed

version.

At the bottom left of this figure, you see the
legend that tells you how to read the opera-
tions. Let’s go clockwise from the top left of
the legend.

We have simple causality: If A is true, B will
occur, or, in other words, A causes B.

We have negation: When A is not true, B will
occur, or, not A causes B.

We have AND operation: When A1 and A2 are
both true, B will occur, or A1 and A2 causes
B.

We have OR operation: When A1 or A2 is true,
B will occur, or Al or A2 causes B.

Let’s look at the connection between condi-
tions and actions. The solid causality lines,
together with an AND operator, show that all
four conditions must be met for the transaction
to be approved.

The dashed causality lines, together with nega-
tion operators and an OR operator, show that,
if the account is not real or the account is not
active, we will call the vendor.

The dotted causality lines are a bit more com-
plicated. First, we combine the “within limit”
and “location okay” conditions, with negation
operators and an OR operator, to create an
intermediate condition of “Limit or location

Figure 1: Cause-Effect Graph Example

Legend

A causes B

A causes B

g o g ke

Al or A2 causes B

s @
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Al and A2 causes B
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bad”. Now, we combine that with the “real
account” condition to say that, if we have an
over-limit or bad location situation, and the ac-
count is real, we will call the cardholder.

Combining Decision Table Testing with
Other Techniques

Let’s address an issue I brought up earlier, the
possibility of multiple test cases per column
in the decision table via the combination of
equivalence partitioning with the decision ta-
ble technique. Let’s refer back to our example
decision table shown in Table 1, specifically
column 9.

We can apply equivalence partitioning to the
question of, “How many interesting—from
a test point of view—ways are there to have
an account not be real?” As you can see from
Figure 2, this could happen six potentially in-
teresting ways:

*  Card number and cardholder mismatch

*  Card number and expiry mismatch

*  Card number and CSC mismatch

+  Two of the above mismatches (three pos-
sibilities)

«  All three mismatches.

So, there could be seven tests for that column.

How about boundary value analysis? Yes,

As you can see from Figure 3, equivalence
partitioning and boundary value analysis show
us six interesting possibilities:

. The account starts at zero balance

. The account would be at a normal bal-
ance after transaction

e The account would be exactly at the limit
after the transaction

Conditions 1 |2 3
. "ljhce. account would b.e exactly over the Foreign exchange? Y _ _
limit after the transaction
Balance forward? - Y -
e The account was at exactly the limit be- Late payment? _ ) Y
fore the transaction (which would ensure
going over if the transaction concluded) Actions
+  The account would be at the maximum | Xcnange fee? L Z
overdraft value after the transaction | Charge interest? - Y |-
(which might not be possible) Charge late fee? . . Y

Combining this with the decision table, we can
see that would again end up with more “over
limit” tests than we have columns—one more,
to be exact—so we’d increase the number of
tests just slightly. In other words, there would
be four within-limit tests and three over-limit
tests. That’s true unless you wanted to make
sure that each within-limit equivalence class
was represented in an approved transaction, in
which case column 1 would go from one test
to three.

Non-Exclusive Rules in Decision Tables

Let’s finish our discussion about decision ta-
bles by looking at the issue of non-exclusive
rules I mentioned earlier. Sometimes more
than one rule can apply to a transaction. In
Table 3, you see a table that shows the cal-
culation of credit card fees. There are three

conditions, and notice that zero, one, two, or
all three of those conditions could be met in
a given month. How does this situation affect
testing? It complicates the testing a bit, but we
can use a methodical approach and risk-based
testing to avoid the major pitfalls.

To start with, test the decision table like a nor-
mal one, one rule at a time, making sure that
no conditions not related to the rule you are
testing are met. This allows you to test rules

in isolation—

Conditions 9
N EP

Real account?

Active account? -
Within limit? -
Location okay? -

Number/

Number/
Name

4 Name k

<4 \- -

just like you
are forced to
do in situa-
tions where
the rules are
exclusive.
Next, con-
sider testing

! combinations

1

U
/
/

b\

Three
mismatch

Number/
Name

of rules. No-
tice 1 said,
“consider,”
not “test all

possible com-
binations of

you can apply that to decision tables to find
new and interesting tests. For example, “How
many interesting test values relate to the credit
limit?”

rules.” You’ll

want to avoid
combinatorial explosions, which is what hap-
pens when testers start to test combinations of
factors without consideration of the value of
those tests. Now, in this case, there are only
eight possible combinations—three factors,

Zero before
transaction

At limit after
transaction

Just over limit
after transaction

Normal after
transaction

At limit before
transaction

Max after
transaction

Conditions

Real account?

Active account?

Z|<|<|®

Within limit?

AN /)
V V
Within limit Over limit
BVA [} —_ q
0 limit limit + 0.01 max

-
7
Y
N
N

<|=<|=<|=<|r
z|l<|=<|=<|n
<|=<|z|<|a
z|l<|z|<|®

Location okay?
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two options for each factor, 2 times 2 times 2 is 8. However, if you have six factors
with five options each, you now have 15,625 combinations.

One way to avoid combinatorial explosions is to identify the possible combina-
tions and then use risk to weight those combinations. Try to get to the important
combinations and don’t worry about the rest. Another way to avoid combinatorial
explosions is to use techniques like classification trees and pairwise testing (see my
books Advanced Sofiware Testing: Volume 1 or Pragmatic Software Testing for a
further discussion on those techniques).

Conclusion

In this article, I’ve shown how to apply decision tables and cause-effect graphs to
the testing of sophisticated and complex internal business logic in applications.
Decision tables are a great way to test detailed business rules in isolation, espe-
cially for transactional types of situations. However, we will need to look at two
additional techniques, use cases and state-based test techniques, to deal with the full
range of internal business logic testing we need to do. I’ll address those techniques
in the next two articles in this series.
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